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ABSTRACT

Recently, research on solving problems that have introduced the concept of smart city in countries and companies around
the world is in progress due to various urban problems. A smart city converges the city’s ICT, connects all the city’s
components with a network, collects and delivers data, and consists of a supply chain composed of various IoT products
and services. The increase in various cyber security threats and supply chain threats in smart cities is inevitable, in addition
to establishing a framework such as supply chain security policy, authentication of each data provider and service according
to data linkage and appropriate access control are required in a Zero-Trust point of view. To this end, a smart city security
model has been developed for smart city security threats in Korea, but security requirements related to supply chain security
and zero trust are insufficient. This paper examines overseas smart city security trends, presents international standard
security requirements related to ISMS-P and supply chain security, as well as security requirements for applying zero trust
related technologies to domestic smart city security models.
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Table. 1. Japan SmartCity Guideline Security Measures
S 1 Incident Dat
Governance Service Asset City Os uppﬁ Y nerden . ata
Chain Response Lineage
Risk
Risk Asset Security MIS Data
S anagem
Establish Monitorin | Measures & Scope of Linkage
. Assessme ent of the . .
Security g and for . Responsi Security
. nt by Entire .
Policy . Managem | External bilities System
Service Supply .
ent Attacks . Evaluation
Chain
. . Establish | Data
Security . Security Outsource .
. Security . ment of Provider
Policies for | Measures Measures d Security . .
. Measures Security Authentica
Multi-Stake | for to Prevent | Manageme . .
for . Incident tion and
holder External Security nt
Assets . . Response | Access
Attacks Accidents Evaluation
System Control
E .
Security Identify psure
. . Data
Security Countermea | Measures Security And . .
Multi-Sta | Traceabilit
Measures | sures to to Measures Respond
. . keholder y and
Maintain Prevent for to Sharin Data
Governance | Security Accidents | Vulnerabil &
. e Transpare
Accidents ities
ncy
R Dat
Security Use of esponse ata
. to Source
Measures Appropria .
Multi-Sta | Assurance
for te Cloud
Accident Servi keholder and Data
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Security
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Response
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Table. 2. ISMS-P Certification Audit Criteria
Certification Category Number of certification criteria by field
1. Establishme | 1.1 Establishment of manage .
nt and operati | ment system foundation (6) 1.2 Risk Management (4)
on of manage 1.3 Management system oper | 1.4 Management system inspe
ment  system . . .
(16) ation (3) ction and improvement
2.1 Policy, Organization, and .
Asset Management(3) 2.2 Human Security (6)
2.3 Outsider Security(4) 2.4 Physical Security(7)
ISMS 2.5 Authentication and Right
(80) i & 2.6 Access Control (7)
. s Management (6)
2. Protection r - :
R . 2.8 Information system introd
equirements | 2.7 Encryption Enforcement uction and development securi
ISMS-P (64) (2) P
(102) ty (6)

2.9 System and service opera
tion management (7)

2.10 System and service secur
ity management (9)

2.11 Accident Prevention and
Response (5)

2.12 Disaster Recovery (2)

3. Requiremen
ts for each sta
ge of processi
ng personal in
formation (22)

3.1 Protection measures when
collecting personal informatio
n (7)

3.2 Protection measures for re
tention and use of personal in
formation (5)

3.3 Protection measures when
providing personal informatio
n (3)

3.4 Protection measures when
personal information is destro
yed (4)

3.5 Protection of data subject
rights (3)
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Table. 3. Comparison of Domestic and Overseas Smart City Security Model Summary

NIST GCTC

Japan Guideline

Kisa Security Model

Policy Establishment, Risk M
anagement of Smart City Im

cation Outside Risk Manage
ment Strategies And Policies

se

Policy plementers, Confirmation and | Policy Establishment Policy Establishment
Understanding and Evaluatio
n of Interdependence
Coordination and Collaborati
on Within Government, Publi | Security Training and E Security Trainine and Ed
Communicati | c-Private and Whole-Govern | ducation, Records Mana Ly &
. . . ) ucation, Records Manage
on ment Coordination, Communi | gement, Incident Respon

ment, Incident Response

Information Security Cost As
sessment, Asset Description,
Audit Function

Asset Manag
ement

Responsibilities Based o
n Asset Priorities, Audit
Function, Asset Record

Asset Records,
s Monitoring

Continuou

Technology Diversity, Access
Control, Continuous Monitori
ng

Technology a
nd System S
ecurity

Technology Diversity, Ac
cess Control, Continuous
Monitoring

Technology Diversity, Acc
ess Control, Continuous
Monitoring, Service Intro
duction and Development
Security

Understanding New and Addi
tional Regulations, Cybersecu
rity Insurance, Discreet Non
disclosure Agreements

Law and Re
sponsibilities

Designation of Security
Management Officer, Da
ta Protection According
to Law

Designation of The Perso
n In Charge of Security
Management, Identificatio
n of Important Personnel

Consider Insourcing and Out
sourcing, Leveraging Acquisit
ion and Procurement Mechan
isms, Managing External Ser
vices and Systems and Produ
cts Risk, and Alerting Vendo
rs of Commercial Products to
Vulnerabilities

Supply Chai
n Manageme
nt

Consider Insourcing and
Outsourcing, Leveraging
Acquisition and Procure
ment Mechanisms, Risk
Management of External
Services and Systems an
d Products, Alerting Ve
ndors of Commercial Pro
duct Vulnerabilities, Inc
ident Response

Outsider Contract Securit
y
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Table. 4. Smart City Security Requirements Proposal and Mapping Table

IP.4.1

ISMS- KISA Japan
Category P Security Guideline
Model
Informe}tlon Estab}lshmep‘g and Operation of 115 SM11 BE-2
Protection Security Policies
Policy Security Policy Review and Revision 1.1.5 SM.1.1 BE-2
Management
Management of Main Employees 2.2.1 SM.1.2 AM-7, BR-2
Human
Security Security Policy Compliance Pledge 2.2.3 SM.1.2 GV-1
Management — — -
Specialized Training for Main 994 SM12 AT-2 AT-3
Employees
Supply Chain Contract Security 2.3.2 SM.1.3 RP-2, SC-1
Supply Chain Status Management 2.3.1 SM.1.3 BE-1, SC-5
Informatio Supply RM-2, SC-2,
. Chain . . SC-3, SCH4,
n Security Management Supply Chau.l Security 2.3.3, N/A SC-6. SC-T.
Governanc Implementation Management 2.3.4
e SC-8, SC-9,
SC-10, SC-11
Information System Asset 1.2.1 SM.14 AM-1, AM-2,
Management 2.1.3 T AM-6
Risk . GV-4, RA-4,
Management Risk Assessment 1.2.3 N/A RA-5 RM-2
Establish an Information Protection 194 N/A RA-6
Plan
Implementation of Protection
. Measures And Management of 1.3.1 N/A RA-T
Protection )
Current Status
Measures - -
Legal Compliance Review 1.3.3 N/A GV-2, GV-3
Management =5 0 Ctive M Audit and
rotective Measures Au an 141 M8 1 IM-1
Improvement
Operation Center Protection Zone 5
Designation and Access Control 2.4.1 SM.2.1 AC2
Physical Access Ope.ratlon Center Access Record 939 M2 OM-2
Security Control Review
Manageme Con.trol of Import and Export 946 M2 N/A
ot Equipment
- Protection Equipment Operation 2.4.4 SM.2.3 1P-5
Facility Operation Of Image Information
Security beratlo pase fnformatio 3.1.6 | Ser.1.2 N/A
Processing Equipment
Information Service Flow Analysis 1.2.2 N/A AM-4
Status Information Identification 2.6.4 N/A N/A
Management
Protective Measures When SM.5.1,
Informati Collecting Information .11 Dev.5.1 N/A
nrormatio Security Protection Measures When SM.4.1,
n Flow s . DS-2, DS-3,
Manageme Management | Transmitting and Storing 2.7.1 SM.5.1, DS-4. DI-5
nt 8 at Each Information Inf.4.1,
Stage of Protective Measures When _
Information Providing and Linking Information 2.10.5 N/A Ds-1
P .
rocessing Protective Measures when Using 3.2.3, SM.5.1,
. SM.5.2, 1P-6
Information 3.2.5




AR B F8ks|=A (2022, 2) 137
[SMS- KISA Japan
Category P Security Guideline
Model
Information Validity Management N/A Ser.2.1 CMiésiDliin'
Account and Creating Individual Accounts and 251, SM.3.1,
issi Granting Different Privil 2521 SM.3.2, AC-
1P\’/Ielrmlsswn . ra g ere rivileges 955 Dev. 1.1
Authentica anasemen Review Account and Authority 2.5.6 SM.3.1 1P-9
tion and SM.3.2,
Permission Dev.1.2,
Manageme | User Password Management 2.5.4 P12, 1P-1
nt Authenticatio Inf.1.2
" Authentication Function Dev.1.1, AC-3, AC-4,
2.5.3 1P.1.1,
Management AC-6
Inf.1.1
Separation and Control of Network AC-T7, AE-1,
Network Areas 2.6.1 SM.4.1 CM-1, CO-1
Access External Remote Access Control 2.6.6 N/A CM-1, MA-2
Control Internet Access Control 2.6.7 N/A CM-1, DS-9
Wireless Network Security 2.6.5 N/A CM-1
. AC-8, TP-1,
Operating System Access Control 2.6.2 SM.3.3 PT-2
Access Web Server Security 2.10.3 SM.4.1 1P-1
Control Information Application Access Control 2.6.3 SM. 3.3 AC-6, AC-9
System Database Access Control 2.6.4 N/A 1P-1
Accoss Dev.1.1 AC-3, ACH,
Control Dev.1.2, | DS-8, DS-10,
. . Dev.2.1, DS-12,
Device Security N/A Dev.3.9. DS-13.
Dev.4.2, | DS-15, IP-1,
Dev.4.3 PT-2, PT-3
Information - . . SM.7.1, -
System Defining Security Requirements 2.8.1 Dev 4.3 I1P-3
Introduction
. | and Confirmation And Testing of SM.7.2, -
Introducti Development | Security Requirements 2.8.2 Dev.4.3 IP-3
on and
Developm Standards
ont . Sepgfatlon of Test and Operating 983 SM.7.3 P-3
Security Service Environment
Software Operational Data Security 2.8.4 SM.7.4, 1P-3
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